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Abstract. Information hiding technology embeds information using the redun-
dancy of information contained in cover data. Therefore, many information-
hiding techniques for cover data with a lot of redundancy, such as images or
sound signals, have been proposed. Most proposed information hiding tech-
niques that set document to cover data tampered with layouts between spacing
and words. In this paper, a new information hiding technique for agglutinative
languages like Japanese or Korean that have no spaces between morphemes is
proposed. By the proposed technique, digital documents are set to cover data
and secret data is embedded by making the position of the new-line code in-
serted into document correspond to secret data. The technique can also be ap-
plied to plain text like an e-mail, which does not have layout information.
Because the technique does not change the content of the cover data at all, the
technique can be used not only as steganography aiming at performing secret
communication but also as digital watermarking. Moreover, the technique has
the feature whereby embedded data remains also in the printing output.

1 Introduction

Information hiding technology embeds information using the redundancy of informa-
tion contained in cover data. Therefore, many information hiding techniques for
cover data with a lot of redundancy, such as images or sound signals, have been pro-
posed. On the other hand, with information hiding that sets document to cover data,
secret data is embedded into cover data, i.e., cover text, and it is set to stego text.
There is no redundancy in the character code of cover text, so it is difficult to embed
secret data using character code. Therefore, with information hiding that sets docu-
ment to cover data, there are many techniques of considering image documents, tam-
pering with a layout, and embedding secret data [1]. In tampering with the layout, a
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slight expansion or reduction of a line interval, a word interval, or character width,
and slight rotation of a character are proposed. For example, if the number of stan-
dard pixels of a line interval is defined, the interval will be expanded in order to em-
bed a bit “1”, and the interval will be narrowed in order to embed a bit “0”. Extraction
of the embedded data will be performed by detecting expansion or reduction of the
line interval by using a scanner. Therefore, the extraction success rate of embedded
data will depend on the scanner resolution. If the grade of expansion or reduction is
made small, an extraction error will increase instead of mental-fatigue-coming to be
hard to tampering more.

On the other hand, the following researches exist for the technique of embedding
secret data by character code into document instead of layout.

(1) SNOW

A technique of embedding secret data by setting English as the cover text and insert-
ing space characters that are not visible on printed matter or a screen at the end of a
line has been proposed. The name of the technique is SNOW [2]. SNOW is the tech-
nique of embedding 3 bits of secret data per line by inserting zero to seven space
characters at the end of each line corresponding to secret data. By this technique,
when the output system in which space characters are disregard or displayed as space
is used, deterioration of the document does not occur. However, by using a certain
kind of text editor, it can be seen that many unnatural space characters exist at the end
of the lines. Moreover, a machine can discover the existence of unnatural space char-
acters easily. When stego text is edited using an editor that erases excessive space
characters, secret data is lost. Moreover, since the embedded information disappears,
space characters with disregard or the output by output system displayed as space,
SNOW is the limited technique which can be used only in the circulation as elec-
tronic data.

(2) Using the number of words of each line in a LaTeX source file

A technique that embeds secret data by adjusting the number of words of each line of
English LaTeX source file by setting the source file to cover text has been proposed
[3]. This technique uses the redundancy that the display document after compiling
does not have information on the number of words of each line in the source file in
general LaTeX. This technique is a kind of information hiding in computer program
codes rather than information hiding in a document.

(3) FinPri.txt

A technique of embedding secret data, without changing the meaning of a text a lot is
proposed by replacing words in the cover text with synonyms. The name of the tech-
nique is FinPri.txt [4]. This is the technique of using synonyms as redundancy of
vocabularies. This technique, whose chief aim is saving rough meaning of the docu-
ment, can be used for technical writing documents, such as a manual. Moreover, since
an aggressor cannot discover the method of embedding secret data easily, there is the
feature strong against the attack that removes secret data. However, there is a deterio-
ration in documents in which importance is attached to delicate nuance when syno-
nyms have been substituted, such as literary works or contracts. Moreover, since the
alteration of vocabulary is an act that infringes on copyright, except when processed
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by the author him/herself, there is a possibility of being restricted by law. Therefore,
documents to which this technique can be applied are limited.

In addition, NICETEXT [5] and Texto [6] have been proposed. These methods are
text generators that convert secret data into trivial or nonsense text. Therefore, they
can't be applied to watermarking or fingerprinting for literary works.

Syntactically based and semantically based watermarking methods for natural lan-
guage text have been proposed [7][8]. These methods require sophisticated natural
language processing.

Linguistic steganography for Russian has been proposed [9]. The method is similar
to the FinPri.txt mentioned above. In this method, words of the source text, i.e., cover
text, are replaced with their synonyms. Therefore, as the text becomes deteriorated in
comparison with the source text, the method is inapplicable to literary works. More-
over, the method needs a large synonymy dictionary and a huge collocation database.

The proposed technique in this paper does not insert invisible character code, and
does not tamper with layout, but inserts new-line code that does not affect a docu-
ment. In an agglutinative language like Japanese or Korean, it is comparatively free to
start a new line in the middle of morphemes. That is, even if it starts a new line in the
middle of morphemes, a hyphenation is not required. Then, secret data is embedded
by making the position at which a new-line code is inserted correspond to secret data.

2 Outline of the Proposed Technique

The concept of procedure by the proposed technique is shown in Fig. 1. In the cover
text the new-line code is contained only at the end of a paragraph, like that in a word
processor document, and it is referred to as digital document by which the new-line
code is not contained in the right end of every line on screen or paper. And the docu-
ment which is inserted the new-line code for every line is set to stego text, making it
correspond with the information to be embedded according to rules defined before-

-+ Embedding secret data - - Extracting secret data -

stego text
: ol R /=

insert secret data |i i| | Extract by secret data
new lines ! i meansof
@ new line
positions

Fig. 1. Processing concept in which secret data is made to correspond to the position of a new-
line code, embeds secret data into cover text, and is extracted from stego text
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hand. In this technique the correspondence rule is a key for the encryption and de-
cryption, and the same key is used for procedure both embedding and extracting
secret data. This is a technique using being hard to distinguish the true new line with
a new-line code from the turned up portion at right end of the line on general display

system. An example of cover text and stego text is shown in Fig. 2.

cover text
(before embedding secret data)

BERI. RN TIHETE. RS
CERMEE REMLRE S TR T, B
H%@ﬁ&@fﬁ@ émﬁ%%éw

?i %Wﬂﬁ@&@iﬁ%ﬁﬁ M@K
E 2T, A EFEET D HEE
R dovE TOmE RIS T,

2 FO&DH, o kERED
DIRCHERET B IAS A EE L T I e
STL xS, Thid, EEEN I o —
e vl S THEE RS TR E Bibh
=7, BEESRL o0 LT, AROEWRE
SICERECEHIY . IEHOBRE R 5
RENTELI LD, HEOEFIEUIESE
FErohsle, RROEbIEUTHZRE
WEBRBICERTEALI:, REPELONT
T BEORMEEROSRC L - TERTSE
L0, BEREEVEREES . T RE
KRR OTIECT L 30, 2T, B

SR ER BRI RIS L, TR

stego text
(after embedding secret data)

EIASEE. TREM TR FFRS L
REtEL i s AR T kT, B
S B BEEREORED. SETRELBC
SRR EOBEOMNEE LTEEEVD L
TEH, RRR P oA A ESENE |
Tk o T, MR LEE R BE - EEE |
WEET. BRYAMEEL ChE ToEkicBe L
T, TEFSILIEROESE, bo ]
DB B SR BRL T IR L
FOTLEIR, Thil, B aia=b— |
g il o THER DS T Bk |
=7, BIRENRTEoME LT, AEOER |
FLHRASECEORY, ENOBRERRC |
BRAEYTELIES, HEDEFCLTESE |
BAESNE Y RIROERCE L THERE L
WEBERICERTER I, RENWELERT ]
T, EEORNAEEROERL k- TEAT]
LMY, HURSEMEREE- TV B ]
TR OTIIRNT L 2 9, 2T, B
SRR EERL I E H L, TR

ﬁ%tmmmnm FEEELLOTT. | WO FLOARED, AEEBERLOTT, 1

(Each right end of line is turned up
ON SCreen of paper.)

“ 17" denotes new line code. (invisible on usual screen or paper)

Fig. 2. Hiding information by inserting new-line codes in Japanese document. (Monospace
fonts are used and each line is not justified in the stego text)

This technique has the following features.

(1) In this technique excessive codes like space characters are not inserted. The new-
line code that is indispensable for documents is only used.

(2) If the output system does not disregard new-line code, the secret data remains also
in printing output. This feature suggests this technique is applicable not only for
electronic circulation but also for hard copy circulation.

(3) Since words are not replaced at all, the document does not deteriorate. Therefore,
it can be applied to a literary work, or a contract, and it can be used as digital wa-
termarking for it not only can be used as steganography, but also asserting the
right of the work.

3 Detail of the Proposed Technique

3.1 Secret Data

Secret data is taken as a bit sequence of 0 or 1. To distinguish the line where secret
data is embedded and not embedded at the stage of extraction, and to show the range
of secret data, the flag sequences of the start and the end are used.
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3.2 Proposal of Two Methods

The following two methods are proposed as correspondence rules.

3.2.1 The Method to Make the Number of Characters per Line

Correspond to Secret Data
The correspondence rule of this method defines the corresponding table of the num-
ber of characters per line, and the bit of secret data corresponding to it.

The embedding procedure is as follows. The new-line code is inserted in the posi-
tion which becomes the number of characters per line corresponding to the bit of the
secret data which is going to be embedded. However, priority is given to maintaining
uniform line width in a general display system in case the number of characters per
line is chosen from a corresponding table. Here, line width is defined as the total of
the character width of all the characters in the line concerned. The Japanese character
width of so-called "single-byte character" is defined as 1 per 1 character, and the
character width of so-called "double-byte character" is defined as 2 per 1 character.

The extraction procedure is as follows. The number of characters of each line is
counted and secret data is extracted using the same corresponding table.

An example of the corresponding table and an example of stego text generated by
the table are shown in Figs. 3 and 4. In this system, single bit of secret data is embed-
ded per line.

Mumber of
Characters
A

Corresponding
bit of secret data

Fig. 3. Example of the rule table corresponding to number of characters of each line and single
bit of secret data

VIMISHED &SI k-1 £20 fh-F HBET HIBE. {1 0(40)
-FETRA) | W l-F & T28) ETH3RENETEDAT  1(33)
VBH, XFREHEFRISHELTVBLSICRASBEN S0, 0(30)
T, 2 OS5 LEAXFEOBKE LTEREZAT  0030)
ERSLTWDBENHHN, XF-F OV (HEEXFEOMIZIE 1032
FISHMYRHHEL, LEN2T, XFI-F EXF@EISOVTIE  031)
EXFIFHRFIIXF-V E WAHL ) XTFHOMREER _1(33)
THCENBELAD, - A

Mumber of
Characters

" Embedded
bit

Fig. 4. Example of generated and justified stego text and embedded bits using the correspond-
ing table shown in Fig. 3

The same corresponding table is used in procedure both embedding and extraction
of secret data. Moreover, standard line width and minimum line width are defined,
and they are used in procedure both embedding and extraction of secret data. Stan-
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dard line width is a parameter for specifying standard line width to make the docu-
ment of a favorite layout. Minimum line width is a parameter for not embedding bits
of secret data in lines under the specified line width. It is made for line width not to
embed secret data in a remarkable short line like the last line of a paragraph, or a
caption by specifying minimum line width. Minimum line width serves as a required
parameter in procedure of embedding and extraction.

3.2.2 The Method to Make New-Line Position

in Morpheme Correspond to Secret Data
In this method the correspondence relationship between new-line position in each
morpheme and the embedded bit is defined beforehand as the entry of a morphologi-
cal-analysis dictionary, and secret data is embedded based on it. For example, if a
word "suru" (do) is separated by a new-line code like "sulru" ("|" denotes a new-line
position), it will define corresponding to bit "1" of secret data. According to the stan-
dard line width specified at the stage of embedding procedure, secret data is embed-
ded into morphemes that come near the end of the line. As shown in Fig. 5, long
morphemes like "programming" and "communication" make two or more new-line
positions correspond to bit "0" or bit "1", and it is made to start a new line with the
number of characters which is not greatly different from the standard line width.

bit “0" bit “1” meaning in English

T35 T3 do
jD’Jf:JE‘J’j Jogszuw Y programming

olys3y Jng | s304 programming
Ef% ] g8 obtain
A3az=4y—L3r| d3az=H—3 > communication
Jza=4y |- aAzaz4H—|ar communication
Azalz=h—ar alzazh—iax communication
o | &> useful
LT LT as
R | R | (= at the same time
& Z & thing
|z - opinion
=& | s language
T 21T therefore
ol R % | research

Fig. 5. Example of rule table corresponding to morphological headword and bit of secret data.
(Each arrow denotes the place of new line code)

An example of stego text in which embedded information uses the corresponding
table of Fig. 5 is shown in Fig. 6. Figure 6 is a justified document, and the variation in
the number of characters of per one line can hardly be found visually. In the example
of Fig. 6, the new-line positions of the first three lines are dummy in which secret
data is not embedded, in the lines from the 4th to the 10th the flag sequence
"0111110" is embedded, and at the 11th line the main part of embedded secret data
"1011 ..." begins.
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BREEL. IEME, UREHFKE, BREFELLOBKREES
BEWILH-STWET, BREFIETIBEREOFEIR. S5
2HOIVEEMBPRLLEOZEORNRLE L TREAVOTT A, #H
MRAEOEAMLTAREEZNEICL>TH, tERNLEZEETS
H--HELOAET., GEABRChETOELIZBLT, 705

EUTEBENEIG, Ao btEREOLLVHBRNGEREEEE
Bl OTLELEI D, ThIE, BRENAI 2= F7—
LAV TREEMNSGTRAEVAEBbDRET., BHRENE
IoPEL T, RKEDEREDPGVLEEIZEHREY ., EHOBEKR LR
ERAFYTZL LY, REQOHFICETAEESGAL RS L
HRROERCECTHLCERERRAICERTELH L. GEAESR
ohET. BRORKREAROCEEICLSTREATZHNL. BRESE
AREREER STOVIHNRAICARZOTELZLTL L 30, £
T. BAEEAHOBEREICEENICEAL. TR2MNICESIOOHRRE
k. REEEGLDTY,

:

_, e O = O = ——— O

Fig. 6. Example of generated and justified stego text and embedded bits using the correspond-
ing table shown in Fig. 5. (In order to show each morpheme shown in Fig. 5, the underlines are
attached. The underlines are un-displaying in fact)

The method under this correspondence rule has the following features.

(1) Since how to Embedding per word can be defined, as compared with the method
of Section 3.2.1, it is difficult to detect the rule of the correspondence relationship
between the bit of embedding information, and a new line. Therefore, it is strong
against an extraction attack.

(2) Since new-line position can be defined for every word, it is possible to carry out
the definition that avoids a new line in unnatural position.

On the other hand, in order to achieve this technique, it is necessary to solve the
problem of the extraction error caused by the error of morphological-analysis proce-
dure, and the definition method in the case of a one-character morpheme.

4 Implemenation and Evaluation

The technique defined in Section 3.2.1 has been implemented on computer. The tool
has been implemented using the Java language, which can run on various OS's. In
this section the amount of embedded information is evaluated using the tool. In the
proposed technique, bits of secret data are not embedded in the lines before the start
flag, and the lines after the end flag. However, in this evaluation, the number of bits
that can be embedded into all lines is defined as "the total amount of embedding".

In this technique, a corresponding table, standard line width, and minimum line
width are specified as parameters on the occasion of embedding procedure. More-
over, on the occasion of extraction procedure, the same table and the same minimum
line width as that used at the stage of embedding procedure are specified. In an agglu-
tinative language, the position into which a new line is put is comparatively free.
However, Japanese language has the procedure called "Japanese hyphenation" that
avoids only a punctuation and a parenthesis being sent to the following line, and start-
ing new line while being a number sequence is to avoid. If many restrictions about
position of new line are defined, the document will be easier to read, namely, it will
become a natural document. Instead, since the flexibility at the time of embedding
secret data at the number of characters of each line narrows, the number of characters
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of each line varies greatly for every line, and the document will be an unnatural one.
In order to compare this trade off, the following three methods have been imple-
mented and evaluated according to the restrictions in the position of new line.

Method 1 - Priority is given to the homogeneity of line width.

In the method 1, except for restrictions in Japanese hyphenation, new lines are in-
serted so that each line of cover text may be in agreement with a standard line width
as much as possible.

Method 2 - Inserting new lines in a specific type of character sequence are restricted.
The method 2 is a method using the restrictions that do not start a new line within a
specific character sequence (numbers and alphabets) in addition to the restrictions in
the method 1.

Method 3 - Priority is given to the boundary line of the same type of character se-
quence.

In Japanese there are three types of characters: Hiragana, Katakana, and Chinese
characters. In addition to the restrictions in the method 2, the method 3 adds the re-
strictions that do not insert new lines into a character sequence of Chinese characters,
Hiragana, or Katakana. Furthermore, if number of characters surrounded by parenthe-
sises is 5 or less, new line code isn’t inserted between the characters. Therefore, a
great portion of new-line positions becomes the boundary line of character types
(Chinese character/ hiragana/ katakana/ number/ alphabet). In Japanese, since the
boundary of a character type e.g., between hiragana and a Chinese character, or be-
tween katakana and hiragana are the boundaries of clauses in many cases, and insert-
ing new line in the boundary of clauses is desired from the viewpoint of the ease of
reading.

In the corresponding table used for the evaluation, when line width is even, the bit
of secret data is set to "1", and the bit is set to "0" when line width is odd. This is for
measuring the amount of bits that can be embedded. In order to make an illegal de-
cryption difficult, in an actual corresponding table the relationship between line width
and a bit should be made random. The standard line width was set to 50 (equivalent
to 25 double-byte characters), the minimum line width was set to 40, and the secret
data was an 8-bit sequence "10110100." In this evaluation, the secret data was em-
bedded repeatedly at all new lines excluding the line under the minimum line width
from the beginning of a cover text.

The cover texts used for evaluation and each total rate of embedding, i.e., band-
width, are shown in Table 1. Here, the total rate of embedding is defined as the value
that divides the total number of embedded bits by 8 times of text size, which was
converted into the value per bit.

According to the results of Table 1, the total number of embedding bits is propor-
tional to the size of cover text mostly. Therefore, the total rate of embedding doesn’t
depend on the size of cover text, and it turns out that the total rate of embedding is
almost fixed. Moreover, notably, the difference in the total rates of embedding by the
types of text did not appear, and did not have most differences arising from the de-
termination methods of a new-line position. Therefore, we can conclude to be the
proposed technique whose amount of embeddable information is stable.
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Table 1. Cover texts used for the evaluation and each total embedding rate

' the total number of embedded total rate of embed-
Size of bits (unit is bit) ding(5)
Type of Text Text Genre or Title
(byte) Method | Method | Method | Method | Method | Method
1 2 3 1 2 3
General 1,929 36 37 34 0.23 0.24 0.22
1,751 33 33 32 0.24 0.24 0.23
News article
2,258 | about 39 40 38 0.22 0.22 0.21
Special cryptology
N
WS | feld News article
2,433 | about 45 45 44 0.23 0.23 0.23
MS-Windows
For News commen-
Kids 3,765 taryfor Kids 68 68 58 0.23 0.23 0.19
Technical Paper
2,290 |in Japanese 40 40 39 0.22 0.22 0.21
Tech- .
nical Special Conference
Paver field Technical Paper
P 3,336 | in Japanese 62 66 62 0.23 0.25 0.23
Conference
“Makurano
3,789 74 80 70 0.24 0.26 0.23
. soshi
Classical “Gon'i
6,353 emr 121 123 114 024 | 024 | 022
Monogatari
“Alice's Adven-
3,606 |Murein Wonder- |, 73 59 025 | 025 | 020
No- For Kids land" (Japanese
vel Edition)
5418 | Razemo 105 106 89 024 | 024 | 021
Matasaburo
5640 | “agahaiwa 110 109 106 | 024 | 024 | 023
neko dearu
General “Rash
1,866 ashoumon 36 39 34 024 | 026 | 023
Gate

5 Discussion and Conclusion

Differences in tampering with documents cannot be found between cover text and
stego text when it is assumed that an attacker is able to get and compare both cover
text and stego text, or to get and compare two or more stego texts. When it is as-
sumed that attacker can get only a single stego text, the stego text needs to be as natu-
ral as possible. The proposed technique is effective in case that attacker can get only a
single stego text.

In the proposed technique, if a correction that changes the position of new lines is
made to a document, secret data will be eliminated. The threat of elimination is un-
avoidable, because to maintain naturalness so that the embedding will be hard to
detect, the secret data has to be embedded only in new line codes. We consider that
making it hard to detect the embedding is effective in reducing the threat of inten-
tional elimination. The mechanical correction that arranges the number of characters
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of each line is made by mailer in many cases, the ends of the lines are only turned up
and the original new-line positions are saved. In the proposed technique, the correc-
tion which deletes original new-line codes or regives new-line positions serves as a
threat. Since the mechanical distinction with the text and titles of chapters or itemized
statements is difficult, this correction is seldom made in application software for plain
text. Therefore, a possibility that new-line positions may be changed by mechanical
correction is considered to be infrequent. In general, attackers cannot tamper with
hard copy. In the proposed technique, secret data remains also in hard copy. More-
over, if secret data is encrypted and embedded, the tolerance to extraction attack can
be increased.

In the proposed technique, the message sender and recipient must share the same
secret rule table. The characteristic is inconvenient especially for n-to-n communica-
tion. However in case that the technique is applied to fingerprinting, the problem
doesn't occur, because recipient is the verifier, i.e., the sender.

As a future work, the total rate of embedding should be increased.
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